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Overview of this talk

e The Applet Life Cycle
® Applet Life Cycle: Implementation
® Applet Life Cycle: Specification

e Security Protocols
® Security Protocols: Implementation
® Security Protocols: Specification

e Conclusions
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Applet Life Cycle: Implementation

static final short STATE INT = O;
static final short STATE | SSUED = 1;
static final short STATE LOCKED = 2;
short state;

public void process(APDU apdu) {
switch (state) {
case STATE INT:
swtch (buffer[OFFSET I NS]) {
case I NS SETKEY: processSet Key(apdu); break;

}

br eak;
case STATE | SSUED:
swtch (buffer[ OFFSET_INS]) {
case INS DEBIT:. ...; break;
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Applet Life Cycle: Specification

[*@invariant state == STATEINT ||
@ state == STATE | SSUED || state == STATE LOCKED; */

[*@constraint \old(state == STATE_INIT) ==>
@ state == STATEINT || state == STATE | SSUED, */

[/ *@ publ i ¢ behavi or

@ requires state == STATE INT,;

@ assignabl e state;

@ ensures state == STATE IN T,

@ signals (I SCeException) state == \old(state); */
public void processSet Key(/*@non_null */ APDU apdu) {
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Security Protocols
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Security Protocols
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Security Protocols: Implementation

static final short PSTATE INIT = O;

static final short PSTATE MSGL_ RECEI VED = 1;
static final short PSTATE MSG2 SENT = 2;
static final short PSTATE MSG3_RECEI VED
static final short PSTATE M5GA _SENT = 4;
short[] protocol State; // points to CoR trans. nem..

3;

public void processMsgl( APDU apdu) {
| f (protocol State[0] == PSTATE INIT &&
apdu. getBuffer()[OFFSET INS] == I NS PUT_MSGL) {
prot ocol State[ 0] = PSTATE MsSGl1_RECEI VED,
} else {
protocol State[ 0] = PSTATE INT;
| SOEXception.throw t (SW SECURI TY STATUS NOT_SATI SFI ED) ;
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Security Protocols: Specification

/*@ publ i ¢ behavi or

@ assi gnabl e protocol State[0];

@ ensures \ol d(protocol State[0] == PSTATE INIT);

@ ensures protocol State[ 0] == PSTATE MSGL_ RECEI VED;
@ signal s (I SOExcepti on)

@ \old(protocol State[0] != PSTATE INT);

@ signal s (I SOExcepti on)

@ protocol State[ 0] == PSTATE IN T,

*/

public void processMsgl(/*@non_nul |l

*/ APDU apdu) {
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Conclusions

e Applet Life Cycle
¢ Simple finite state machine
Implement using a st at e field
Transitions correspond to instructions/methods
Pre- and post-condition clauses
Invariant. no way back

e Security Protocols
® Each principal is a finite state machine
® Usually protocol state can be in transient memory
® Messages need to be mapped on APDUs
® Go back to initial state in case of exception
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That’s all!
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That’s all!
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