
Security
Assignment 9, Friday, November 24, 2017

Handing in your answers:

• Include your name and student number in the document (they will be printed!), as well as
the name of your teaching assistant (Bart or Joost). When working together, include both
your names and student numbers.

• Submit one single pdf file – when working together, only hand in once.

• Hand in via Blackboard, before the deadline.

Deadline: Monday, December 4, 09:00 sharp!

Goals: After completing these exercises successfully you should be able to

• work with important number-theoretic concepts (such as the Extended Euclidean algorithm
and the Euler totient function);

• perform basic RSA computations.

Marks: You can score a total of 100 points.

1. (30 points) Last week, we computed the GCD for small numbers by factoring. Now, we
have a much stronger method at our disposal: the Euclidian algorithm.

(a) Use the Euclidian algorithm to find gcd(2145, 903). Show intermediate steps.

(b) Are 2145 and 903 relative prime? Why (not)?

(c) Use the Euclidian algorithm to compute the GCD of 1269 and 137.

(d) Are 1269 and 137 relative prime? Why (not)?

(e) Find n and m using the Extended Euclidian algorithm such that:

n · 1269 + m · 137 = gcd(137, 1269)

(f) Using the equation from (e), what is the multiplicative inverse of 137 mod 1269?

2. (20 points) Euler totient function ϕ.

(a) What are the elements of Z∗
17? What is ϕ(17)?

(b) What are the elements of Z∗
21? What is ϕ(21)?

(c) What is ϕ(127)?

(d) And ϕ(1651)?

Explain your computation briefly.

3. (15 points) Public key cryptography often involves exponentiation with large numbers.
To do this quickly, one can use the square-and-multiply algorithm (see the lecture slides or
http://simple.wikipedia.org/wiki/Exponentiation_by_squaring).

Compute by hand (that means you are not allowed to use a computer or calculator), using
this method, 72015 mod 13 . Give all intermediate steps.

4. (20 points) Alice is using (n, e) with n = 299, e = 5 as her RSA public key.

(a) Encrypt the message m = 14 for Alice.

http://simple.wikipedia.org/wiki/Exponentiation_by_squaring


(b) The strength of RSA relies on using sufficiently large primes such that n is hard to
factorize. However, this n is small enough that you can easily break it by hand. Use
that to find ϕ(n). (Hint: For the smallest prime factor p of n it holds that p ≤

√
n.)

(c) Find Alice’s secret key (n, d) using e, ϕ(n) and the Extended Euclidean algorithm (also
called the extended gcd algorithm).

(d) If both m and e are very small, the resulting RSA encryption is not secure. To demon-
strate this, we use the following small numbers: m = 3, e=5. In this case show how you
can recover m from the ciphertext c = me (mod n) without knowing the secret key or
factoring n. What is the main requirement for this attack to work?

5. (15 points) The public parameters of an RSA system is the modulus and the public expo-
nent, (n, e). The knowledge of ϕ(n) enables to compute the secret exponent d, breaking the
security of the whole system. In this problem we show this for a toy example, but in a way
that can be generalized to large numbers.

(a) Show in general that if n = p · q, then ϕ(n) = n + 1− (p + q).

(b) Although it is easy to factorize n = 1633 using trial and error that does not scale. Here
we have to use another – much more efficient – method.

Calculate the secret prime factors p, q of n from ϕ(n) = 1540. Do this using the equation
in point (a).


