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Abstract

The mifare Classic is the most widely used contactless smart card
in the market. Its design and implementation details are kept secret by
its manufacturer. We investigate the mifare Classic because this card
should become the new ticket, called the OV-Chipkaart, in the Dutch
public transport system.

This thesis studies the architecture of the card and the communication
protocol between card and reader. At the start of this research, there was
no information available on the mifare Classic protocol nor the imple-
mentation of the OV-Chipkaart. To perform this research we used the
Proxmark, a device that allows us to eavesdrop on the communication
between the reader and the card.

Our contributions are as follows. First, an 1ISO14443-A rmware imple-
mentation for the Proxmark that enables eavesdropping on the mifare
Classic, among other card types. Secondly, we present an overview of
the commands and responses of the protocol. Furthermore, we develop a
method to read data from the mifare Classic card without knowledge of
the secret key. Due to a weakness in the pseudo-random generator, we
are able to recover the keystream generated by the CRYPTOL stream ci-
pher. We exploit the malleability of the stream cipher to read all memory
blocks of the rst sector of the card. Moreover, we are able to read any
sector of the memory of the card, provided that we know one memory
block within this sector. Finally, and perhaps more damaging, the same
holds for modifying memory blocks.



Preface

In the past year | have had the privilege to perform research on an interesting
topic. A topic where | could combine theory and practice. It was my supervisor
Jaap-Henk Hoepman who suggested the OV-Chipkaart as subject of investiga-
tion. How does this card actually work? How does it communicate and, most
important of all, is it secure enough?

One important prerequisite at the start of this research was the possibility to
look into the communication of the OV-Chipkaart. At that point I ran into the
work of Roel Verdult who was already working on a device which should be able
to do this. Apparently, it was not that easy. Appropriate hardware became one
of the main problems. For months we worked in relative silence on this matter.
November 14th, Roel and | had some little success in Rotterdam. Finally we
got our hardware working.

It remained quiet until December 2007 when | received an e-mail from Jaap-
Henk. He pointed me to a presentation of two German researchers who had
found some major weaknesses in the mifare Classic chip. Well, this might
sound totally di erent from our research and it would not have gained much
attention if the OV-Chipkaart did not actually use the mifare Classic chip.
Dutch media took this very seriously, and soon many questions rose about the
security of the OV-Chipkaart. Then on January 14th, Roel Verdult showed that
it was possible to clone a disposable card. Meanwhile, | had already developed
an attack that allowed to read and modify memory contents without knowing
the secret key.

From that time on it remained busy. One reason was the press attention
generated on this topic. Another reason, we had already an interesting attack
and decided to write a paper on these ndings. When this paper, the contents
of which is featured in this thesis, was nished, we got some interesting new
developments. More people got interested in the topic. At that point, it seemed
that with some e ort we could get complete insight in the mifare Classic se-
curity. This thesis stops at that point and is not about that joint research. |
enjoyed the fact that | could participate in a group of enthuastic people who
joined Roel and me in some feverish investigations of the detailed workings of
the chip. This resulted in the dismantling of the mifare Classic. Which is, as
said before, described elsewhere.
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1 Introduction

In this thesis the focus is on Radio Frequency Identi cation (RFID) technology.
RFID is a technology that is used in many di erent applications and purposes.
Even though many people see RFID as a ‘new technology’, it has been in use
since World War 11 for military purposes. It was used to distinguish an allied
plane from an enemy plane [Fin03]. Nowadays, the technology has developed
to tiny digital labels that can be read out from varying distanced].

1.1 RFID

In short, RFID is a wireless technique to identify objects. The concept of wireless
communication has been adopted in many applications. Some examples are
radio, cell phones and the Global Positioning System (GPS). In case of RFID,
there is communication between a reader (also known as Proximity Coupling
Device (PCD)) and a transponden@ (also known as tag). Transponders are
available in di erent types, there are active and passive transponders. Where
the former have their own power source, like a battery, the latter use the power
they receive from the magnetic eld of the reader. The advantage of a self-
powered transponder is that it is able to communicate over bigger distances.
The advantage of a passive transponder is that it has no battery, which can
unload, and its production can be really cheap.

RFID has become a pervasive technol-
ogy as it has been adopted in a wide range
of applications. It is used as a replacement
of existing ‘analog’ products like barcodes.
It is also used in addition to existing iden-
ti cation methods like access cards, iden-
tity cards, passports and electronic labels.
The technology also introduces complete
new applications like RFID powder. RFID
powder has the size of 0,05mm by 0,05mm
and was announced by Hitachi on Febru-
ary 13th, 20078. Due to its tiny size it is
possible to hide it in a sheet of paper.

The combination of smartcards and
a contactless interface (RFID) results in Figure 1 RFID powder next to a
‘smart’ contactless cards. These kind of human hair
cards are used in access control, electronic
purse, electronic ticketing and many other applications. In this thesis we focus
on these contactless cards. In the most simple applications a contactless card
just sends its Unique Identi er (UID). This is a passive contactless card that has
no computational power and it is just suitable for identi cation. There also exist
cards that contain a piece of memory that can be written (is re-programmable)
and can return the content of its memory on request of a reader. An example
is the mifare Ultralight card which has 512 bits of memory. But also more

ldistance depends on the physical characteristics
2in this thesis most of the time we refer to it as a (contactless) card)
3http://www.hitachi.com/New/cnews/2007.html



advanced cards which have some computational power are available in the mar-
ket. These allow encryption like DES and AES, but also proprietary ciphers are
used. Think of the Sony FeliCa and the mifare Classic from NXP. Being this
mifare Classic that is our subject of investigation. mifare Classic is part of the
mifare product family of NXP Semiconductors. The mifare family consists of
the following cards: Ultralight, Classic, DESFire and SmartMX. The mifare
Classic card is available with 1KB and 4 KB of memory. Currently it is the
most used contactless card worldwided.

1.2 Technology in Action

Contactless smartcards like the mifare Classic are used for example in access
control and public transport ticketing. In London, the Oyster card, which is a
mifare Classic card, is used in public transport ticketing. Besides the ticketing
system of London there are many other systems that use the mifare Classic
chip. In the Netherlands, the OV-Chipkaart should become the new ticketing
standard for public transport. It is the rst project where such a system is set
up nationwide.

1.3 Today’s Use

Although almost everyone uses RFID in everyday life, most people are not aware
of it. In most cases the technology is out of sight and hidden in applications.
Most of the time it is not even recognized and brings the ease of use it was
expected to bring. In this section we give some examples of applications that
use RFID technology.

Animal Identi cation In Animal Identi cation a tiny chip is implanted just
below the skin of an animal. This way it can easily be identi ed. Addition-
ally, medical information like vaccinations can be linked to this animal. The
ISO 11784/85 standard is used in Animal ldenti cation. The information like
vaccination data needs to be looked up in a database. I1SO 14223 de nes how
to store this data on the implanted chip. This means that there is no need to
access a database, because all information is contained on the chip itself.

Car Keys Almost every new car comes with a remote control to open the car
remotely. In the early days the transmitted signal was just an identi cation num-
ber. The car checked for the correct number and opened the door if its number
and the one of the transponder (car key) matched. Nowadays, a popular system
for car keys is KeeLoq. KeeLoq is a technology from Microchip that uses RFID
technology. It uses a cryptographic algorithm to prevent eavesdroppers from
copying the car key and getting unauthorized access to the car. The operating
distance of the KeelLoq system is about 100 meters. The security of KeelLoq
has been broken. After cryptanalysis of the algorithm by Bogdanov [Bog07]
many attacks followed. The latest ones are very serious and use side-channel
information to recover the key of the controller. Even the master key can be
recovered.

4the mifare family represents 85% of the contactless smartcard market,
http://www.nxp.com
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Access Control Many buildings use
RFID for Access Control. A contactless
card is used for identi cation and authen-
tication. As such a card or token can be
stolen it is a good practice to add extra
security layers. One could, for example,
double-check the authentication by using
information about a person, think of bio-
metric information like a ngerprint or iris
scan. Another check could be done on
what someone knows, like a secret code.

Figure 2: University entrance

Public Transport RFID has also found its way into Public Transport sys-
tems. In Hong Kong a contactless card system was introduced in 19978. In
London a contactless card for the metro was issued in 20034. There are many
examples of other cities around the world that use contactless cards in their
transport system. The rst system where the contactless card should become a
national traveling card was the OV-Chipkaart in the Netherlands. Some reasons

that make RFID an attractive solution are:

Travel information can be stored on the label or card.

Low transaction times.

No physical contact needed between reader and card. This prevents wear

and tear damage.

Better pricing, the traveler pays for the traveled distance instead of the

crossed zones.

Some general disadvantages of RFID which also count for use in public transport

are:

There are some privacy issues as most cards respond with a xed unique
identi er. This way the traveler can be identi ed not only by the transport
system but also can be traced by an attacker equipped with a simple
reader. This is a violation of the location privacy of a traveler.

Communication can be easily eavesdropped without being recognized by
the traveler.

Relay attacks are possible by eavesdropping on the communication. In a
relay attack, one attacker is near the victim and communicates the signal
of the card of the victim to another attacker positioned at the gate. These
kind of attacks are shown to be feasible by Hancke and Kasper [Han05,
Kas06]. A possible countermeasure for these kind of attacks is to use
distance bounding protocols [HK].

Despite of these disadvantages, many transport systems use contactless cards.
A very popular card is the mifare Classic, which has been already in use for

Shttp://en.wikipedia.org/wiki/Octopus_card
Shttp://en.wikipedia.org/wiki/Oyster card
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years. Just as in the system of London the Dutch public transport, represented
by TransLink Systems (TLS), decided to use the mifare Classic in their im-
plementation. The card has been used in many systems around the world and
has never shown any failures on its security. Unfortunately, after some serious
analysis of the card it turned out that the mifare Classic is broken and can be
easily compromised. This means that many systems around the world need to
migrate to better protected cards within a little time frame.

Ticketing The FIFA World Cup tickets of 2006 in Germany are an example
of RFID use in ticketing. Timo Kasper showed [Kas06] that he could perform
a successful replay attack on these tickets. Of course the tickets were secured
twofold. First, the tickets physical appearance needed to be correct and second
the data stored on the Mifare Ultralight chip also needed to be correct.

Labels RFID is also used as replacement
for or in addition to barcodes. Barcodes
make it possible to quickly scan a serial
number of a product and obtain or store
information about it. This is especially
useful in logistics. For the barcodes to be
successfully scanned it is important that
the barcode, and therefore the product,
is correctly positioned with respect to the
reader. The use of RFID removes this con-
straint. It does only require the label to be
within a certain range. Depending on the
strength of the signal of the reader, this
range might be from several centimeters
to several meters. This allows applications
where a truck drives through a gate and all
products that leave the factory are scanned.

The barcode label in Figure B is extended with an RFID chip which is visible
when we keep it against the sunlight. The RFID chip is visible in the middle
and the antenna windings at the border of the label.

Figure 3: Barcode and RFID label

Electronic Passport Electronic passports are basically just passports, but
with an embedded RFID chip. Again an application where RFID is used in
addition to an existing product. The electronic passport is developed to store
biometric data. This application uses a heavier, and therefore more expensive,
RFID chip. For sake of privacy the RFID chip uses a random UID every time
it gets selected. To prevent e-passports from being read by just anyone, an e-
passport uses a Basic Access Control (BAC) mechanism. This requires access to
printed information inside the passport. Weaknesses of this method are shown
in [HHJ™' 06, JAKQ]. But even before authentication e-passports already leak
information about the nationality of a person [RMPQ7].

"http://www.qualitydigest.com/may07/articles/04 article.shtml
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1.4 Outline of this Thesis

This thesis is based on and contains parts of the paper ‘A Practical Attack on
the mifare Classic’ (forthcoming [dKGHGO08]). Section [2] discusses the research
goals that we wanted to achieve. Then, Section [3] discusses the communication
technique that is used in the speci ¢ RFID system (mifare Classic) we want
to analyze. In Section [ the currently available open-source tools are described
which can be used to analyze RFID communication. In the end, we choose
the Proxmark I11 of Jonathan Westhues, which needed some software extension
to meet our needs. This software extension is discussed in Section B and is
a general solution that can be used in any further research on ISO 14443-A
protocols. Then Section [ discusses the protocol and the found weaknesses. A
practical attack is deployed on these weaknesses. Also, results of concurrent
research is addressed. Although, it turned out to be a lost race for the mifare
Classic, it is our responsibility to give recommendations on safer usage of the
card. We conclude with the conclusions and recommendations in Section [/}
Finally, further research is discussed in Section [Bl



2 Research

2.1 Problem De nition

RFID does not solely bring ease, it also introduces new security risks. It is
a wireless application, which means the data is transferred over the air. This
introduces possibilities for eavesdroppers to eavesdrop on the communication
while the chance of being detected is low. In this thesis the protocol of the
OV-Chipkaart project and therefore mifare Classic is subject of investigation.
The mifare Ultralight and the mifare Classic 4k cards are used in the OV-
Chipkaart project. The goal of this research project is to perform an analysis
of the OV-Chipkaart protocol and get insight in the communication.

The communication in mifare Classic applications is encrypted and hides the
protocol messages. NXP does not give any information on the protocol used
by mifare 4k and mifare Ultralight applications. NXP has developed several
ASIC that are able to handle the protocol. Speci cations on those ASICs talk
about the interface of the chip. The actual processing of the RF communication
is done by this ASIC.

In the Netherlands the company TransLink Systems (TLS) is implement-
ing the rst travel card system that will operate nationwide called the OV-
Chipkaart. The project runs since 2002 and is, to some extend, comparable to
the Octopus card of Hong Kong. The Octopus card was introduced in Hong
Kong in 1997 to collect fares in the public transport system. Nowadays it is used
for many more applications in micro paymentsd. Participants in the project are
the Dutch government together with the carriers NS, Connexxion, RET, HTM
and GVB which serve 80% of the public transport in the Netherlands.

Problem De nition
1. How do tag and reader communicate?
2. Are there privacy problems?
3. How secure is it?
Research Goal
1. Reverse engineering the mifare protocol.

2. Reverse engineering an application speci ¢ protocol like the OV-
Chipkaart.

2.2 Related work

There have been several studies on RFID that focus on the contactless interface
of RFID cards and the limitations on the complexity of their design.

8 Application Speci ¢ Integrated Circuit (ASIC)
9http://en.wikipedia.org/wiki/Octopus_card
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Relay attack A contactless interface means that relay attacks are possible
which is shown by Gerhard Hancke in [Han05] and Timo Kasper in [Kas06]. A
possible solution to prevent relay attacks is to make good restrictions on the
relay time using distance bounding protocols [HK].

Replay attack Another possible attack is the replay attack. This means that
the attacker replays an earlier recorded message. This is obvious a problem for
RFID tags that just send out an unique identi cation number like the VeriChip.
Jonathan Westhues describes on his website’d how to clone a VeriChip. He also
demonstrated that some Government buildings use access cards that just send
out a number. Replaying this signal was enough to open the doort.

Timo Kasper also carried out a replay attack in [Kas06].

Disposable RFID cards Sometimes RFID is used in a bad way. Siekerman
and van der Schee found a aw in the disposable card of the Dutch Public
Transport system [SvdS07]. There was a wrong use of the locking functionality
of the card. The card has lock bits which prevent writing to the card memory
when set. It was possible to lock the lock bits which means that the system
could not lock portions of to the card memory anymore. The system did not
check for this situation. This is an example of a bad implementation.

Clone attacks The disposable card (mifare Ultralight) does not use any
encryption. The command set is known and the functionality and memory is
limited. Roel Verdult managed to program a cloning device (Ghost) in such
a way that it was recognized as a disposable card [Ver08]. The ‘advantage’ of
such a device is that a memory dump can be placed back when needed. Since
the back-end system did not check for any duplicates in the transport system
this attack was not recognized.

Reverse engineering Karsten Nohl and Henryk Plotz have partially reverse
engineered the mifare Classic cryptographic algorithm [NPO7]. The mifare
Classic card is in use since 1994 which is quit a long time. Nohl and Plotz
managed to recover the cipher by removing layers from the chip and taking
pictures of the result with a 500x optical microscope. After determination of 70
di erent logical gates the rest was detected using image processing techniques.

2.3 Our contribution

We used a Proxmark 11117 to analyze mifare cards and mount an attack. To
do so, we have implemented the 1ISO 14443-A functionality on the Proxmark,
since only I1SO 14443-B was implemented at that time. We programmed both
processing and generation of reader-to-tag and tag-to-reader communication at
physical and higher levels of the protocol. The source code of the rmware is
available in the public domain3. Concurrently, and independently from Nohl
and Plotz results, we also noticed a weakness in the pseudo-random generator.

1O0http://www.cq.cx/verichip.pl
11http://www_youtube . com/watch?v=4jpRFgDPWVA
12http://cq.cx/proxmark3.pl
13http://www_proxmark.org
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Our contribution is threefold: First and foremost, using the weakness of
the pseudo-random generator, and given access to a particular mifare card,
we are able to recover the keystream generated by the CRYPTO1 stream ci-
pher, without knowing the encryption key. Secondly, we describe in detail the
communication between tag and reader. Finally, we exploit the malleability of
the stream cipher to read all memory blocks of the rst sector (sector zero) of
the card (without having access to the secret key). In general, we are able to
read any sector of the memory of the card, provided that we know one memory
block within this sector. After eavesdropping a transaction, we are always able
to read the rst 6 bytes of every block in that sector, and in most cases also the
last 6 bytes. This leaves only 4 non revealed bytes in those blocks.

We would like to stress that we noti ed NXP of our ndings before publishing
our results. Moreover, we gave them the opportunity to discuss with us how
to publish our results without damaging their (and their customers) immediate
interests. They did not take advantage of this o er.

2.4 Background information

This section gives a short overview on developments in mifare Classic security
to give some information on the context of this research.

For many years the mifare Classic card has been a cheap solution for appli-
cations where security was needed at low cost. With the announcement that
CRYPTOL1 was revealed in December 2007 by Nohl and Plotz [NP07] a lot of
new developments on the security of the chip followed. At that time the attack
deployed in this thesis was already in an advanced state [{IKGHGO08]. Before
this announcement, in November 2007, the mifare Ultralight clone attack of
Verdult [\Ver08] was already a fact. The attack on the Dutch public transport
system, with a cloned disposable card, hit the news on January 14th. The in-
formation that was disclosed by Nohl and Plotz was a very useful input for the
RFID research team of the Digital Security Group in Nijmegen. The Usenix
submission [NESPO08] gives no information about the f-function ( Iter function).
The Iter function hides the internal state of the Linear Feedback Shift Register
(LFSR). The Digital Security Group in Nijmegen recovered the missing crucial
information and revealed the complete CRYPTOL1 stream cipher together with
the authentication and initialization protocols. At the same time an attack was
developed that did not need a full brute-force to recover the card keys. Then, on
March 10th, things went fast. Nohl developed a theoretical attack [Noh08] that
uses output bits of the reader which leaks information. This attack relies on the
fact that the sequence of the reader random is known and the current position of
the generator in this sequence is known. To reveal this it is required to know at
least one key. March 12th, the DS Group of Nijmegen demonstrates [Dig08] an
implementation of a developed attack that uses a precomputed table of about
half a gigabyte in size and 216 recorded authentication trials of a reader. The
announced dismantling of the algorithm has become true. After the practical
demonstration the attack of Nijmegen improved due to cryptanalysis on the
CRYPTOL1 algorithm. Several weaknesses in the design make an attack possi-
ble that does not require any precomputation or brute-force. The current attack
spee is 12 keys per second. Another method is to use more general algebraic

14May 2008
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attacks that are known for streamciphers. This algebraic method is announced
by Nicolas T. Courtois et al [CNOOQ8§].

To conclude this developments so far, the algorithm is recovered and it turned
out to contain serious weaknesses. The attack speed of 12 keys per second allows
a realtime attack scenario.

13



3 The Mifare Classic

Contactless smartcards are used in many applications nowadays. Contactless
cards are based on radio frequency identi cation technology (RFID) [FinQ3]. In
1995 NXP, Philips at that time, introduced mifard™. Some target applications
of mifare are public transportation, access control and event ticketing. The
mifare Classic [NXPO07b] card is a member of the mifare product family and
is compliant with 1SO 14443 type A up to part 3. Part 4 de nes the high-level
protocol and the implementation of NXP di ers from the standard. Section [3.7]
discusses the di erent parts.

3.1 Communication Layer

The communication layer of the mifare Classic card is based on the 1SO 14443
standard [ISO01]. This ISO standard de nes the communication for identi -
cation cards, contactless integrated circuit(s) cards and proximity cards. The
standard consists of four parts.

Part 1 Physical characteristics

Part 2 Radio frequency interface power and signal interface
Part 3 Initialization and anticollision

Part 4 Transmission protocol

Part 1 describes the physical characteristics and circumstances under which the
card should be able to operate.

Part 2 de nes the communication between the reader and card and vice versa.
The data can be encoded and modulated in two ways, type A and type B.
mifare Classic uses type A which de nes Amplitude Shift Keying (ASK) for
reader to card communication. To encode data bits the reader stops to generate
a carrier for about 2 s with certain intervals. This corresponds with 100%
ASK because there is no amplitude at all in this period. The card to reader
communication for type A is done by load modulation. The card will add
a subcarrier or not, On-o Keying (OOK), to encode data bits. For more
detailed information about the communication on RFID we refer to the \RFID
Handbook™ by Klaus Finkenzeller [Fin03].

Part 3 describes the initialization and anticollision protocol. The anticollision
is needed to select a particular card when more cards are present within the
reading range of the reader. After a successful initialization and anticollision
the card is in an active state and ready to receive a command. This state is
the starting point for part 4 of the standard and also the point where mifare
Classic di ers from the ISO standard.

The mifare Classic data sheets [NXPQO7b] do not mention any commands that
could be send on this level nor does it specify answers from the card or the length
of the messages. The data sheets does de ne though the structure of the memory
of the card and how to organize it, which is explained in Section The
modulation of commands is done by the mifare Classic reader chip. Knowledge
about the actual modulation is therefore not needed. Note that the PC to reader
interface is de ned and provides commands and codes.

15http://www_nxp.com
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3.2 Logical Structure

A mifare Classic card is in principle a memory card with few extra function-
alities. The memory is divided in data blocks of 16 bytes. Those data blocks
are grouped into sectors. The mifare Classic 1k card has 16 sectors of 4 data
blocks each. The rst 32 sectors of a mifare Classic 4k card consists of 4 data
blocks and the remaining 8 sectors consist of 16 data blocks. Every last data
block of a sector is called sector trailer. A schematic of the memory of a mifare
Classic 4k card is shown in Figure 4]

Note that block 0O of sector 0 contains special data. The rst 4 data bytes
contain the unique identi er of the card (UID) followed by its 1-byte bit count
check (BCC). The bit count check is calculated by successively XOR-ing the
separate UID bytes. The remaining bytes are used to store manufacturer data.
This data block is set and immediately locked by the manufacturer so its con-
tents cannot longer be modi ed. The reader needs to authenticate for a sector

Oxff ‘ Key A, Access Conditions, U, Key BA

Sector 0x27
16 blocks, 256 bytes

0xf0 ‘ Data Block

Sector trailer

0x07 | Key A, Access Conditions, U, Key B

0x06 Data Block Sector 0x01
0x05 Data Block 4 blocks, 64 bytes
0x04 Data Block /

0x03| Key A, Access Condition’s, U, Key B

0x02 Data Block Sector 0x00

0x01 Data Block 4 blocks, 64 bytes
o000 855 wontoctrrows |/

Figure 4: mifare Classic 4k Memory

before any memory operations are allowed. The sector trailer contains the secret
keys A and B which are used for authentication. The access conditions de ne
which operations are available for this sector. Depending on which key is used
for authentication and the access conditions for this key, di erent restrictions
apply to the memory operations.

The sector trailer has special access conditions. Key A cannot be read by a
reader. In some con gurations key B is readable. In that case the memory is
just used for data storage and key B cannot be used as a key for authentication.
Besides the access conditions (AC) and keys, there is one data byte (U) remain-
ing which has no de ned purpose. A schematic of the sector trailer is shown in
Figure[5a A data block is used to store arbitrary data or can be con gured as
a value block. When used as a value block a signed 4-byte value is stored twice
non-inverted and once inverted. Inverted here means that every bit of the value
is XOR-ed with 1. This 4 bytes are stored from the least signi cant byte on the
left to the most signi cant byte on the right.

15



The four remaining bytes are used to store a 1-byte block address that can be
used as a pointer. The address is stored twice non-inverted and twice inverted.
Besides this speci ¢ format the access conditions should be con gured such that
the speci ¢ value block commands are allowed for this block.

3.3 Commands

The command set of mifare Classic is small. Most commands are related
to a data block and require the reader to be authenticated for its containing
sector. The access conditions are checked every time a command is executed to
determine whether it is allowed or not. A block of data might be con gured to
be read only. Another example of a restriction might be a value block which
can only be decremented.

Read and Write The read and write commands read or write one data block.
This is either a data block or a value block. The write command can be used
to format a data block as value block or just store arbitrary data.

Decrement, Increment, Restore and Transfer These commands are only
allowed on data blocks that are formatted as value blocks. The increment and
decrement commands will increment or decrement a value block with a given
value and place the result in a memory register. The restore command loads a
value into the memory register without any change. Finally the memory register
is transferred in the same block or transferred to another block by the transfer
command.

3.4 Security Features

The mifare Classic card has some built-in security features. The communica-
tion is encrypted by the proprietary stream cipher CRYPTOL.

Keys The 48-bit keys used for authentication are stored in the sector trailer
of each sector (see section 3.2). mifare Classic uses symmetric keys. Every
sector can have to keys. At least a key A is de ned and Sector key A can never
be read. If key B is con gured to be used for authentication, this key cannot
be read either.

Undefined byte, N
Never readable can be used for storage lAdress byte storedfj;ﬂ
| Key A (6 bytes) [ACBbytes)[U] Key B (6 bytes) | [ vawe [ Vame | vawe [a[A[a[A]
Defines Access Conditions for every Z/Iight Ze readaAbCIe The 4-byte signeq value
data block and the sector trailer epending on is stored three times

(a) Sector Trailer (b) Value Block

Figure 5: Block contents
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3.4.1 Authentication Protocol

According to the mifare documentation [NXXP07b], mifare Classic makes use
of a mutual three pass authentication protocol that is based on ISO 9798-2.
However, it turned out that this is not completely true [?]. In this paper we
only use the rst initial nonce that is send by the card. So the exact authen-
tication protocol used does not matter. The reader sends a request for sector
authentication and the card will respond with a 32-bit nonce Nc. Then, the
reader sends back an 8-byte answer to that nonce which also contains a reader
random Ngr. This answer is the rst encrypted message after the start of the
authentication procedure. Finally, the card sends a 4-byte response. As far as
our attack is concerned this description captures all the necessary information.

3.5 Miifare Higher Level Protocol

To nd out what the mifare Classic communication looks like we made traces
of transactions between mifare readers and cards. In this way, we gathered
many traces which gave us some insights on the high-level protocol of mifare
Classic. In this section we explain a trace we recorded as an example, which is
shown in FigurefBl This trace contains every part of a transaction. We will refer

ETU SEQ sender

0: 01: PCD 26
64: 02: TAG 04 00
12097: 03: PCD 93 20
64: 04: TAG 2a 69 8d 43 8d
16305: 05: PCD 93 70 2a 69 8d 43 8d 52 55
64: 06: TAG 08 b6 dd
16504 : 07: PCD 60 04 d1 3d
112: 08: TAG 3b ae 03 2d
6952: 09: PCD c4!94 al d2 6e! 96 86! 42
64: 10: TAG 84 66! 05! 9e!
396196: 11: PCD a0 61!d3!e3
208: 12: TAG od
8442 : 13: PCD 26 42 ea 1d f1!68! Increment & Transfer
5120: 14: PCD 8d! ca cd ea
2816: 15: TAG 06!
1349238: 16: PCD 2a 2b 17 97
72: 17: TAG 49! 09! 3b! 4e! 9e! 5e b0 06 dO! _ Read
07! 1a! 4a! b4! 5¢c bO! 4F c8! a4!

MY (O

Anticollision

IW (O« WA

Authentication

MWV [0 W

11 {0« MWW

Figure 6: Trace of a card with default keys, recorded by the Proxmark 11

to the sequence number (SEQ) of the messages we discuss. The messages from
the reader are shown as PCD (Proximity Coupling Device) messages and from
the card as TAG messages. The time between messages is shown in Elementary
Time Units (ETU). One ETU is a quarter of the bit period, which equals 1.18 s.
The messages are represented in hexadecimal notation. If the parity bit (which
is not explicitly shown in the trace) of a byte is incorrect, this is shown by an
exclamation mark. We will discuss only the most signi cant messages.

Anticollision The reader starts the SELECT procedure. The reader sends
93 20 (#3), on which the card will respond with its unique identi er (#4). The
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reader sends 93 70 followed by the UID and two CRC bytes (#5) to select the
card.

Authentication The card is in the active state and ready to handle any higher
layer commands. In Section B.4.T] we discussed the authentication protocol. In
Figure [6] messages #7 to #10 correspond to authentication.

The authentication request of the reader is 60 04 d1 3d (#07). The rst byte
60 stands for an authentication request with key A. For authentication with key
B, the rst byte must be 61. The second byte indicates that the reader wants to
authenticate for block 4. Note that block 4 is part of sector 1 and therefore this
is an authentication request for sector 1. The last two bytes are CRC bytes.

Encrypted Communication After this successful authentication the card
is ready to handle commands for sector 1. The structure of the commands
can be recognized clearly. Since we control the mifare Classic reader we knew
which commands were send. Message #11 to #15 show how an increment is
performed. The increment is immediately followed by a read command (#16
and #17).

The mifare Classic commands of the higher level protocol consist of 4 bytes
of the form XX YY ZZ ZZ. The rst byte XX indicates the command type. The
second byte YY indicates the memory address on which the command should
be executed. A command is not always related to a speci ¢ memory address.
The halt command (50 00 57 cd) illustrates this. The last two bytes ZZ 77
are CRC bytes.
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4 Hardware

An RFID system consists of a transponder (card) and a reader [Fin03]. The
reader contains a radio frequency module, a control unit and a coupling ele-
ment to the card. The card contains a coupling element and a microchip. The
control unit of a mifare Classic enabled reader is typically a NXP microchip
(e.g. RC500, RC632) with a closed design. This microchip communicates with
the application software and executes commands from it. Note that the actual
modulation of commands is done by this microchip and not by the application
software. The design of the microchip of the card is closed and so is the com-
munication protocol between card and reader. We want to evaluate the security
properties of the mifare system. Therefore we need hardware to eavesdrop a
transaction (Figure[7)). It should also be possible to act like a mifare reader to
communicate with the card.

API Commands

Eavesdrop to PC

Reader

Proprietary Protocol

Figure 7: Experimental Setup

Available Hardware For many years there were no open source tools avail-
able on RFID technology. The RFID readers of the manufacturers allow a
limited set of commands. It was not possible to see the RF communication
with low-cost tools. Therefore, it was not possible to perform protocol analy-
sis at the lowest level. Recently there have been developments on open source
devices. There is a project called the OpenPCD project. Furthermore, there
is the Proxmark Ill that is available in the public domain. The University of
Nijmegen developed the Ghost. There are also other projects where hand-build
devices are used such as the Mole [Han05] and the Fake Tag [Kas06].
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4.1 Ghost

As the name of the device suggests, the
Ghost is a device which is capable to act
as an RFID card. The hardware was de-
veloped by Peter Dolron of the Univer-
sity of Nijmegen. At the start of this re-
search Roel Verdult was still busy with the

rmware of the device. It was not ready
yet for use in protocol analysis.

On January 14th, it was this device
that impersonated a disposable card of
the Dutch public transport system [Ver08].
This was a mifare Ultralight card that
was used on a test location in Rotterdam.
No encryption is involved with this card,
so all card content is readable. Since the
memory organization and the few com-
mands are explained in the NXP product
speci cation [NXPO073], it was possible to
implement this functionality on the Ghost.
The manufacturer guarantees that every
card has its own unique identi er. This
identi er cannot be changed. W.ith the
Ghost this identi er can be easily spoofed.
This means that a reader can not com-
pletely relay on the identi er to authen-
ticate a card. And even worse, the mem-
ory content of the Ghost can be brought Figure 8: Ghost
back to earlier states, time after time. So
the locking mechanism [NXPO07a], which
was meant to prevent abuse, unfortunately
fails.

The lack of authentication mechanisms on the mifare Ultralight card makes
it possible to read out a card. A complete memory dump can be made at any
time. Even if the card is blocked, all memory is still readable. The attacker
‘steals’ the card from another traveler without any constraints except that he is
close enough to read the card. There are some countermeasures possible which
are discussed in Section[7l But in case of this disposable card there is little that
can help. Card blocking might be a solution, but one of little comfort to the
customer.

4.2 OpenPCD and OpenPICC

The OpenPCD project was started by Harald Weltd™§ to develop a reader that
was able to do more than following the xed possibilities of the manufacturer.

18http://www_openpcd.org
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It has an on-board mifare enabled controller (RC632), and at the same time
allows to by-pass this chip to modulate any arbitrary message.
Next to the OpenPCD there is also the OpenPICC. This is a card emulator

(a) OpenPCD (b) OpenPICC

Figure 9: OpenPCD

which has the ability to sni communication. We used the OpenPICC at the
start of this research in order to gather samples from the mifare Classic readers
in the building. It was not possible to use the OpenPICC as an emulator. At
the time of this writing the OpenPICC is still under development.

We switched to another project because the hardware was not fully opera-
tional and we wanted to sni the communication in both directions.

4.3 Proxmark 111

The Proxmark Il is a device developed by Jonathan Westhues. Its design is
very useful for RFID testing and research. All the needed information about
the hardware has been made public in May 2007. The rmware has also been
made public under a General Public Licensd™]. Although it had no support for
ISO 14443-A its design allows to implement this in the rmware. In this section
we will discuss the separate components of the Proxmark and their contribution
to a exible design. It is possible to adjust the Digital Signal Processing to
support a speci ¢ protocol.

This device supports both low frequency (125 kHz-134 kHz) and high frequency
(13.56 MHz) signal processing. This is achieved by implementing two parallel
antenna circuits that can be used independently. Both circuits are connected
to a 4-pin Hirose connector which functions as an interface to an external loop
antenna. For the purpose of acting like a PCD or reader it is possible to drive
the antenna coils with the appropriate frequency. This is not needed when the
Proxmark is used for sni ng or when it emulates a card. In that case the eld
is generated by a reader.

The signal from the antenna is routed through a Field Programmable Gate
Array (FPGA). This FPGA relays the signal to the microcontroller and can
be used to perform some Itering operations before relaying. The software

17Hardware design and software is publicly available at |http://cq.cx/proxmark3.pl
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implementation allows the Proxmark to eavesdrop communication between an
RFID tag and a reader, to emulate a tag and to emulate a reader.

Despite the basic hardware support for these operations the actual processing
of the digitized signal and (de)modulation needs to be programmed for each spe-
ci ¢ application. The physical layer of the mifare Classic card is implemented
according to the 1SO 14443 type A standard [ISO01]. We had to implement the
1SO14443-A functionality since it was not yet implemented. This means we had
to program both processing and generation of reader-to-tag and tag-to-reader
communication in the physical layer and higher level protocol. To meet the
requirements of a replay attack we added the functions ‘hil4asnoop’ to make
traces, ‘hildareader’ to act like a reader and ‘hildasim’ to simulate a card. We
added the possibility to send ‘wrong’ parity bits. This was necessary because
we needed to be able to act like a real mifare Classic reader during encrypted
communication.

ADC

Microcontroller

Figure 10: The Proxmark 111

Analog to Digital Converter The analog signal that comes from the an-
tenna circuit is fed into an 8-bit Analog to Digital Converter (ADC). This
delivers 8 output bits in parralel which represent the current voltage retrieved
from the eld.

Field Programmable Gate Array The 8 output pins from the ADC are
connected to 8 pins of the Field Programmable Gate Array (FPGA). An FPGA
has a great advantage over a normal microcontroller in the sense that it emulates
hardware. A hardware description can be compiled and ashed into an FPGA.
Because basic arithmetic functions can be performed fast and in parallel by an
FPGA it is faster than an implementation on a normal microcontroller. Only
a real hardware implementation would be faster but this lacks the exibility of
an FPGA.
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Microcontroller The microcontroller is responsible for the protocol part. It
receives the digital encoded signals from the FPGA and decodes them. The
decoded signals can just be copied to a bu er in the EEPROM memory. Ad-
ditionally, an answer to the received message can be send by encoding a reply
and communicating this to the FPGA.
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